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(S7) Abstract 

A sysi*iri iftdaJts s cofumafiicariofi randis!* for dowsiinsiing wotk&pa-'* <Saw < i iti) iVota a remote ihe. a*i aopiicatwH p-ygr^n instffa 
o.f>!;p!;?d to the comrm«ncat;c>ri.--, fr.odtiie for -orrrrf-ijnirtatirtg wjih a workspace data manager {1&0) to sn«b:e matjspasatiws of the Jo^rta;;;- 
workspace data and thereby c-scatc mstdptdsted data, at)d a geasrs! syrsccsrostiNiiio;; tKcsduie (130) coupled to ihe «j!SHsajnca{lo(is asod; 
for iyno.rc-o'nJ'ing the roaiispsjiatfti dsta \*:th she war ic$ pace u^fa (K J <V it-wi at die remc*?- mW. as- histaJ-isator revests the work-H"-- d, 
manager io jtc-vkh". s« wi-erfacc Sbt enafjhs-g rtsanipttiatiot} <>i -he. dowtikwded workspace dsta. Use woskspisce dai:s manager n-.ay ne< 
sivxte: instance of the intet-face or may provide access, so its nr.ly Ij5te:1;jce to ev.afcie ;n3f.ip«i35ion tbs data. A data reader may i-wJi 
■he d;)^;;!o;: ; kd workspace da;s nors- the fon-ra; u$c<! by -he ^'mot* she m the forttnt toed by dx- workspatf dats tnatbtgef. Upon 
a d«--(5is£sni;at«5r syfichroniKSS die dm with she global server and deletes workspace dsta. The systera bandies the situation, whets t 
stored at the remote ssse has dc* changes! therefore includes the dowaksaded data, arid |r<e siRiatioR Sfe data stossd ai &e m»oie ; 
feet; modified and ihet«&»e is different toa &('• downtek.d data. 
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MCKgMUNDOF THE INVENTION 
I - Fk;id.i\f the.iiiyeMQD 

This invention relates generally to computer networks, and more particularly 
provides a system and method tor using a workspace data manager to access 
network data. 

2. Description of the Backgr ound A rt 

Data accessibility and consistency are significant concerns for computer 
user*. For example, when a roaming user, i.e., a user who travels to a remote 
location, needs to review or manipulate data such as an e-mail or prepared 
document, the roaming user must either carry the data to the remote location or 
access a workstation remotely. Maintaining a true copy of a database is a 
cumbersome process. Accordingly, system designers have developed an array of 
techniques for connecting a remote terminal across a computer network to the 
workstation scoring the data. 

I o guarantee readability of the downloaded data., the user must cany a 
laptop computer containing all the applications needed to present, and enable 
manipulation of the downloaded data, or find a network-connected computer that 
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contains the needed application programs. Further, when maintaining multiple 
independently modifiable copses of particular data, a user risks using an outdated 
version. By the time the user notices an inconsistency, interparty 
miscommunication or data loss may already have resulted. The user must then 

5 spend more time reconciling the inconsistent versions. 

The problems of data accessibility and inconsistency are exacerbated when 
multiple copies of a document are maintained at different network locations. For 
example, due to .network security systems such as conventional firewall technology, 
a user may have access only to a particular one of these network locations Without 

10 access to the other sites, the user cannot confirm that the version on the accessible 
site is the most recent draft. 
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SUMMARY OF THH IN VI N HON 
Ihe present m\ cotton provide- a system for mmn a %ork<tpjse daia manages 
to access, manipulate and synchronise workspace data A workspace data manager 
*-r\^\ include a Personal In^rmat.on V! answer (PiMV a \u>rj processing prosiam, a 
S spreadsheet program, or any application program that enable* manipulation ot 
■workspace das.' Workspace data includes at leas? one workspace element such ao 
an e-mai!. a dav ufealenda*" dato. a word document, a hookmatL a sheet o{ 
^pieadsheel data, or a ponton thereof. Workspace data ma^ include t-maiK 
calendar data* ^oui e:oeume?ns, bookmark,;, spreadsheet data, or portior* thereof, 

10 i he svstem includes vommurdc .it ions module i^r dow nloadutg v\ orkspaco 

data ;tcm a remote an application program into face oonpleci to the 
comninmcatiorH module for communicating with a workspace data manager to 
enable mannri! Ui<ns of the downloaded workspace daia vJid tinnxbA create 
manipulated data, <*nd a general °ynehroni/ation module coupled to tne 

15 communications module for synchronisms the manipulated data ^ Uh the 

wotkspace data stored at the icmote site. \n mvoarmator leoue'-aN the workspace 
data manager to provide a;s into taee lor enabling manipulation of tiie downloaded 
'workspace dak, The workspace data manager ma> create anethet instance oi the 
interface or may provide access to it* only interlace to enable manipulation of the 

20 data A data seader translator she downloaded workspace data trom the format used 
by ine remote o»itc to me torn ai used by the v*oikspaee data manager I or example. 
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data stored at the global server site in a canonical formal may be translated to 
Organizer'"*. Outlook™ or other workspace element manager format. Upon, logout, 
a de-instaotiator initiates synchronization and deletes the dans stored locally, li will 
be appreciated that the system handles the situation where the data stored at the 

5 remote site has not changed and therefore includes the downloaded data* and the 
situation the data stored at the remote site has been modified and therefore is 
different than the downloaded data. 

The present invention further provides a method of using a workspace data 
manager to enable access, manipulate and synchronize workspace data. The 

10 method comprises the steps oi downloading data from a remote site, requesting a 
workspace data manager to enable, manipulation of the data and thereby create 
manipulated data, and synchronizing the manipulated data with the data stored at 
the remote site. 

The system and method of the present invention advantageously enable the 
15 use of an integral interface, instead of using an interface for the synchronization 
software, an interlace for the workspace data manager and an interlace for the 
communication engine downloading the workspace data. Accordingly } the user 
need not become familiar with multiple interfaces. The user need only find a 
remote site that includes a workspace data manager that includes assistant-like 
20 functionality. Assistant-like functionality includes services for interlacing between 
the workspace data manager and the global server. Because the system and method 
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substitute the global data for the local data or create an .instance for the global data, 
the system and method farther advantageously enable a workspace data manager to 
provide an interface for manipulating workspace dam without compromising the 

local data. 

5 Further, the system and method advantageously provide: a simple graphical 

user interface for enabling borrowing of the workspace data manager and 
synchronization of manipulated data. The system and method also advantageously 
delete downloaded data and all interfaces from the local client, so that no traces are 
left on the local client for unprivileged users to review. The system and method of 

10 the present invention f urther enable access and synchronization of data acre 
different wor--.sn.icc data manager lomutis and ucr<~>^ network firewalls. 
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BRIEF DESCRIP TION OF THE DRAWINGS 
FIG. I is a block diagram iUusfniung a network system, in accordance with 
the present invention; 

FIG. 2 is a block diagram illustrating details of the home or work client of 

FIG. 1 : 

FIG. 3 Is a block diagram illustrating details ot the global .server of FIG. I ; 

FIG. 4 is a block diagram illustrating details of the remote client of FIG. !; 

FIG. 5 is a block diagram iHu&tratittg details of an assistant of FIG. I; 

FIG, 6 illustrates a personal information manager interface-. 

FIG. 7 illustrates a second personal information manager interface 
incorporating an assistant interface; 

FIG. 8 is a Siowehart illustrating a method of accessing network data from a 
remote site in accordance wifh J he present invention; and 

FIG. $ is a Uowehart illustrating a method of synchronizing network data 
trom a remote site. 
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DFTAILED DESCRiPTluN OF THF FRLtii^KM^ I MB? OiMFN f 
FIG. 1 is a block diagram illustrating a nctwoil. ^stem iOO lor umi g a 
workspace data manager to access, manipulate and s>neh*om/e woikspaee nata m 
accordance with die present invention A \wrkspuee data nvea vet may include a 

5 Personal Information Manager (MM), a word proeesojne promm, a spreadsheet 
program, or any application program thai enables manipulation asHvoiV space data 
Workspace data includes at iea**t workspace element, such as an e~mad, a d<n 
of calendar data, a word document, j bookmark, a slice: ot j-pread.d-eet data, or a 
portion thereof. Workspace data ma) include e-irads e-iienaar dasa, wotd 

10 documents, bookmarks, spreadsheet darn. Of portions thereof. Although tlie 

network system i 00 is described ^itH leierersee to PDF ^ <\ic --h'Yicd n she ait vsfi 
recoeni/e thai the system iOU will work with an> woiksoaec data manager 

"Network system 100 includes a global sen e? IU"» <> onpled vi<* a wmpuie: 
network 1 25 to a work client i 10, to a home ehesst t i and to a remote client 120 

15 The global server 105 includes a synehiom/atton agerii 1 ^0 and workspace 

135, The work client 1 10 includes a base system b*0 and workspace da:a 145 The 
home client 1 15 includes a base western 150 and workspace data 1 3"\ 

Hach of the base svi-^cm 1-10 and the base svsiern 150 uv:>uaa? h^F the 
synchronization agent 150 to synchronize ^oxkbpaee data I x\ w^ikspace data 14* 

20 and workspace data 1 55 between the work client 1 In uic home client 115 and the 
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global server 105, A brief example of synchronization is provided for 
completeness. 

First, the base system 140 on the work client i 10 site negotiates a secure 
communications channel via any firewalls with the synchronization agent 130, for 

5 example, using Secure Sockets Layer (SSL) technology. The base systems i 40 
examines ve.rs.ion informal ion and if necessary the content of a workspace to 
determine the most updated version. The most updated version is then stored at the 
client 110 site and at the global server 105 site. The base system 140 repeats these 
operations for ail workspace elements selected For synchronization. Second, the 

la base system 1 50 on the home client \ 1 5 site uses similar steps to synchronize its 
workspace data 155 with the workspace data 135 on the global server 105 site. 
Accordingly, the most updated versions of the workspace data 135, 140 and 145 are 
stored at all three sites. 

Bach of the work client 1. 10. the home client 115 and the remote client 120 

15 includes a respective workspace data manager, e.g., a Personal Information 

Manager (PIM) 160, 165 and 170 such as Outlook™ 98 developed by Microsoft 
Corporation, Organizer 97 developed by Lotus Development Corporation or 
Sidekick 98 developed by Siarfish Software. Each PIM 160. 165 and 170 includes 
an assistant 175, 180 and 185 that adds data access and synchronization functions to 

20 the PIM 160, 165 ami 170. Accordingly, a user can transparently use an assistant 
175, 180 or 185 via a PIM 1.60, 165 or 170 to access workspace data 135 from the 
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plobal server 105, to present and enable manipulation of downloaded workspace 
data 135, and to synchronize manipulated downloaded data B5 with the workspace 
data 135 stored on the global server 105, Components and operations of the 
assistant 17:% 180 or 1S5 are described in detail with reference to Plus. 7-9. 

5 FIG. 2 is a block diagram illustrating details of a data-synchronizing diem 

200, in a generic embodiment which exemplifies each of the work client 1 i.0 and 
the home client 1 1 5 The client 200 includes a processor 205., such as an Intel 
Pentium® microprocessor or a Motorola Power PC* microprocessor, coupled to a 
communications channel 2 10, The client 200 farther includes an input device 2 1 5 

10 such as a keyboard and mouse, an output device 220 such as a Cathode Ray Tube 
(CRT) display, data storage 230 such as a magnetic disk, arid internal storage 235 
such as Random- Access Memory (RAMk each coupled to the commurn cations 
channel 210. A communications interface 225 couples the communications channel 
2 1 0 to iht. computer network 1 7.5. 

15 An operating system 240 controls processing by processor 20$, and is 

typically stored in data storage 230 and loaded into internal storage. 235 (as 
illustrated) for execution, A base system 250, which cooperates with the 
synchronization agent 1 30 for synchronizing local workspace data 245 with 
workspace data 135, also may be stored in data storage 230 and loaded into internal 

20 storage 235 (as illustrated) for execution by processor 205, The local workspace 
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data 245 exemplifies workspace data 145 or workspace data 150, and may be stored 
in data storage 230. 

A PIM 255 includes an assistant 260, which enables a user to download 
workspace data 135 from the global server 105, and to use the PIM 255 for 
displaying and manipulating the workspace data 135. The assistant. 260 further 
enables the PIM 255 to synchronize the manipulated data 133 with the workspace 
data 1.35 on the global server 105. The PIM 255 exemplifies each of the PIM K>0 
on the work client 1 10 and the PIM 165 on the home client 115. The assistant 260 
exemplifies each of the assist am 175 oh the work client 1 10 and the assistant 180 
on the home client i 15. The Pl'M 255 may he stored in data storage 230, and 
loaded into internal storage 235 us illustrated) for execution by the processor 205. 

One skilled in the art will recognize that the system 100 may also include 
additional information, such as network connections, additional memory, additional 
processors, L ANs, input/output lines for transferring information across a hardware 
channel, the Internet or an intranet, etc. One skilled in the art will also recognize 
thai the programs and data may be received by and stored in the system 1 00 in 
alternative ways. For example, a computer-readable storage medium CCRSM) 
reader 26S such as a magnetic disk drive, hard disk drive, magneto-optical reader, 
CPU, etc. may be coupled to the signal bus 210 for reading a computer-readable 
storage xxxedimn (CRSM) 270 such as a magnetic disk, a .hard, disk, a magneto- 
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optical disk, RAM, etc. Accordingly, the system 100 may receive programs and 
data via the CRSM reader 265, 

FIG, 3 is a block diagram illustrating details of the global server 105. The 
global server 105 includes a processor 305, such as an Intel Pentium* 
5 microprocessor or a Motorola Power PC^ ? microprocessor, coupled to a 

communications channel 3 10, The global server 105 further includes an input 
device 3 1 5 such as a keyboard and mouse, an output device 320 such as a CRT 
display, dam storage 325 such as a magnetic disk, and interna! storage 330 such as 
RAM, each coupled to the communications channel 310. A communications 
id interface 325 couples the communications channel 3 10 to the computer network 
125. 

An operating system 340 controls processing by processor 305 :) and is 
typically stored in data storage 330 and loaded into internal storage 335 (as 
illustrated) for execution. The synchronisation agent 1 30,. which cooperates with 

15 the base system 250 (FIG, 2) for synchronizing local workspace data 245 with 

workspace data 135, also may be stored in data storage 330 and loaded into interna! 
storage 335 (as illustrated) for execution by processor 305. The workspace data 
135 may be stored in data storage 230. 

One skilled in the an will recognize that the system 100 may also include 

20 additional information, such as network connections, additional memory, additional 
processors. LANs, input/output, lines for transferring information across a hardware 
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channel, the Internet or an Intranet, etc. One skilled in the an. will also recognize 
that the programs and data may be received by and stored in the system 100 in 
uitnratrve way- K>r evatnpk, a CRNM reader 343 such as a magnetic disk drive, 
huro di 4; dnve, magneto -optic \', reader iTl . etc. rruv be coupled to the signal bus 
5 .00 tor reading a t'RSM J50 such as u magnetic disk a hard disk, a magneto- 
optical d'.A, RAM, Accordingly the system 10u may receive programs and 
dara vu: the L KSM reader 

Hu. 4 is a block diagram illustrating details of the remote client 120. The 
<. hem 120 includes <t processor 405, such as ar Intel Pentium® microprocessor or a 

10 Motorola Pouci microprocessor, coupled to a communications channel 410. 
) ho ehenl 120 lurtcer me Hides an mput ri^viee 41 5 such as a keyboard and mouse, 
an outran dc\ ice 420 suck as a OR! dBphry, data storage 425 such as a magnetic 
disk, and interna! storage 430 s-jch as R -\M, each coupled to the communications 
c bannel 4 HI A. eosnmunk ations interlace 425 couples the communications channel 

15 4 \ 0 to trie computer network L!5 . 

An operating system 440 control-; processing by processor 405. and is 
iv pica! !y stored in data storage 430 ami loaded into internal storage 4 -* 5 (as 
illustrated) lor execution, I he PIM ! 70 and assistant 185 may be stored in data 
sirtraere 4 *0, anCt loaded into internal storage 435 (as illustrated) for execution by 

20 t he processor 40 5 
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One skilled in the art will recognize that the system 100 may also include 
additional inferrnation, such as network connections, additional memory, additional 
processors, LANs, input/output lines for transferring information across a hardware 
channel, the Internet or a.n intranet, etc. One skilled in the art will also recognize 
S that the programs and data may he received by and siored in the system 100 in 
alternative ways. For example, a CRSM reader 445 such as a magnetic disk drive, 
hard disk drive, magneto-optical readet, CPU, etc, may be coupled to the signal bus 
3 10 for reading a CRSM 450 such as a .magnetic disk, a hard disk, a magneto- 
optical dk4;, RAM, etv According!}, tiie s> stern 100 max receive pv^rauis and 
ID data \ ia the K KSM rtac^r 44x 

Pa i 5 is a h : ock du'Mvra ilhstrain^ a HM j rue; face S) f * which ircmde-; a 
rseadei 50^ and a selection window Mo 

1 he header include!* a synchronize button 540 and a "borrow me" button 
54S, which are presented by the assistant 17'% 18o or 1 85 incorporated in the HIM 
15 loo, leo o; P0 Invoking the synchronize button 540 causes (ho assistant 175, 180 
183 to enabhi yvnehaAm?aoon of data entered into the FiM K>(\ i(n or I " ; 0 with 
the workspace data 135 on the global sener 1 35. The s> uehront/e hoUon 540 may 
enable the user to eoniigute a presence lilt that mdicaies when aiuouiatk' 
synchrom/anon i, to inmate and ma> ako enable a user k» u licet manual 
20 synchronr/ation . 
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The "borrow me" button 545 enables a user to use a PfM 160, 165 or 170 for 
viewing and manipulating workspace data 135 downloaded from the global server 
105. Thai is, invoking the "borrow me" button 545 causes the corresponding 
assistant 175, 180 or 1 85 to communicate with the global server 105. to provide 
5 user identification and authentication information to the global server 1.05, to 
download workspace data 135 from the global server 105, to display and enable 
manipulation of the downloaded data 135 using the FIM interface 500, and lo 
synchronize the manipulated downloaded data 135 upon logout. Since the PiM 
interlace 500 is provided by the pre-existing FIM, the assistant 175, 1 SO or 185 

:u) need not provide its own data interface. Only a single interface needed. 

It. will he appreciated that upon logout, the base systems 140 and 1 50 will 
cooperate with the synchronization agent 130 to synchronize automatically the 
workspace data 135 on the global server 105 with the workspace data 145 and 155. 
Accordingly, the user always has access to the most updated versions of workspace 

15 data from any site that executes a FIM 160, 165 or 170 having an assistant 175. 1 80 
or .185 embodied therein. 

It wilt be appreciated that the synchronize button 540 is most helpful to the 
work client 1 10 and the home client 1 15 S since typically the work client 1 10 and 
home client 115 will set the preference file to configure automatic synchronization. 

20 Synchronization or the manipulated workspace data 1 .35 at the remote client 1 20 
will most often be effected through the automatic logout procedures of the "borrow 
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me"' button. Logout is described in greater detail with reference to the Ouilook rM 
and Lotus Organizer examples shown and described below with reference to FIG, 7, 
Accordingly, the. borrow me button 545 is most helpful to the remote client 120. 
The selection window 510 provides a list of buttons 507, wherein each 
5 button 50? corresponds to a set of workspace elements, e.g., e-mails 515, contacts 
520, files 525, calendar data 530 and bookmarks 535. A mouse-down on a virtual 
button 507 eaases the selection of a corresponding workspace element set and the 
selection of a corresponding user interface for displaying and enabling manipulation 
of the workspace elements included in the set. For example, selection of button 51 5 

10 selects the e-mail set. and selects a corresponding user interface lor displaying, 
writing, forwarding, etc, e-mails. Selecting a button 507 causes the assistant 175, 
1 B0 or 1 85 to download the corresponding workspace data 135, and causes the PiM 
160, 165 or 170 to display and enable manipulation of the downloaded data 135 on 
a workspace element set interface (shown and described with reference to FIG. 6). 

15 FIG. 6 illustrates an example e-mail workspace clement set user interface 

600 (commonly referred to as the v 'In-Box") for displaying received e-mails. The 
user interlace 600 includes a header 60S, an e-mail list window 610 and a 
manipulation command window 650. 

The header 605 lists the name of the workspace element set, namely, "E- 

20 Mail."' The e-riKdl list window 610 comprises three columns, including an origin 
column 615 widen provides the origin of each e-nudi, a subject column 620 which 
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pr^vi^* 1iic ^ibieci of each e-mail, and a daie euhimn o25 vdudh provides the dale 
each e-mad wds> received The e-mail list window 61U may display e-mails *iored 
in a local e-mail database (not shw-n), e-aia»k sioicd m the e-mail serve? Uuu 
<ho%n) ore-snath downloaded tk>m J he sdolxn servei 105. list emails -dioun 
5 include a nrst e-mail nom Joe Smith, a second e-mail Jfom Hnr. Jorxv, uiui a ihird 
e-mail from K^v \Y>nte If the iKer depressed the "b^itoxv me" button ^ shown 
m R<a s then tbe e-mail list dtspla>ed would he v\t e-mails stoied and 
dounio-uied trom the global *es\e: h) 1 ^ 

The manipulation wmlow n>0 mdude<> available ibneuoiis such as ihc 

10 eoo\ L-nuosidl e-mail read muetiou 630. e-mad reply function i'^x .--mad forward 
timctu>n 640 and new e-mail wrne huiesion It vul) !^e appreciated mat tne 
columns and functions v,di vary based on me FIM 

HG ? \.* a block diagram illustrating detai'K *o a genene 3 vSkst irt ' y uU. 
s^hich exemplifies each ei tbe assistant I ?5. 180 and 185 The generic a.vo<:tam ''0*5 

15 wjciudes a communications module '?0S, locator module 710, a general 

Loncln~om/atk>n module "15, a eontem -ha&ed synurooi/atiou module 7?o a 
security module 7?5. an inslantutor ?3o„ a data reader 7 J 3, a PiM Application 
Prog; am Interface (API? 740 and a *U*-ms:antiator 74^ The yim.htt*n /anon 
function ol the assistant " 7 00 i^es the eormuuxnoaoons module 7n\ the locator 

20 modules 7 1 0, the peuerai synchronization mo<luk: ~ I \ the eontem-rased 

swie^Koniration moduie the security modulo ,7*> and die PIM API 74u. 1 he 
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"borrow me" iuacUoit of the assistant 700 uses the eonmntmeations module "05, 
the locator modules ?M», the <tecunt> module 72x the inslaimator " the data 
reader 7*5. tae P1M API 74n and the de- instantiate 74*=. 

Flic conmmnjcauoos module "0") include - rojtmes to~ eomnres^n^ and 
5 deeompuv-uv data, and rommes lor ^mmamseatnj \\ \ih the s\ f.duom/waon 
a^cm 130. i he eomm;:uieaOojus module 705 may apply Secure Socket I ayenSSI 
reehnnknyv to establish a solute commamearon channel, fxamples of 
communications module* < f 0^ rm<v include TCV IP stacks or the Apple Vilk 
protocol. 

10 The locator modules 710 tnclo.de routines for identifying the memory 

kcanon-, the workspace element its the workspace vkitu lib \\ orksp^ce 
element memorv location tdetftiiicaiion nuiv K nnplemcnred usu^ mtelhgem 
sofx^vaic. i e . pseset memory addiesse" or the system"^ registry, or asinp, dialogue 
boxes io querv the user. Accordingly. 5 he locator modules " 7 10 determine the 

15 memorv addresses of the woikspaee elements m e~mah workspace data 135, hi tile 
workspace data i J;\ m calendar v^kspace daa 1 v\ etc. 

The general ?vs nehrom,'atum moduk ™b examines the workspace dat^ 135 
on the global server 103 to determine whether it bad been modified whde the s;ser 
manipulated the dam on the client 1 10. 1 \s or 1 "0 Hirthei, the general 

20 s>ndifowats<>:s module ta dotoumno* whether the user manipulated am data on 
the chein II tk 5 1"> 1?0 It tie.* general bvnehroin/auon module " H determines 
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that only (he data on the client 110, 115 or 120 was manipulated, then the general 
syncitfonization module 715 computes and sands the changes to the synchronization 
agent 130 of the global server 105, The general synchronization module 115 is 
initialed when the synchronization button 540 is depressed and during the logout 

5 procedures or the "borrow me" function 

The synchronization agent 150 then updates a last synchronization signature 
to indicate to ail base systems 140 and 1 SO that synchronization with workspace 
data 145 ami synchronization with workspace data 155 are .needed. If the general 
synchronisation module 715 determines that changes were made only to the 

10 workspace data 135 on the global server 105, then the general synchronization 
module. 715 instructs the synchronization agent 130 to compute and transmit the 
changes made to the client 1 10, 1 15 or 120 at the client's request. The client i 10 or 
120 then tipdat.es its information. It. will be appreciated that sending only the 
changes reduces processor load and increases transmission line efficiency* although 

is alternatively an entire manipulated workspace element can be sen! to the global 
server 1.05. 

If the general synchronization module 715 determines that the workspace 
data 135 on the global server 105 has been modified since download, and thai the 
data on the client 1 10, 115 or 120 has been modified, then the general 
20 synchronization module 715 instructs the content-based synchronization module 
720 to perform its duties. The content-based synchronization module 720 includes 
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roni'msK for rtvoauhug two or more modirkct versions of a workspace element. 
The content-based synchronization module 720 may request a user to select the 
preferred one of the modeled versions o~ mav respond based on preset preferences, 
ue„ h> ^rme both vco.^vis h\ both <^»res or by integrating the changes into a 
5 Mupjo orefem-d \ csion winch replaces each modified version ai botl- stores. 

1 he seeunt\ module includes jo- tones for obtaining user identification 
and nu:hame<rb>r» uyji? such teeimkme 0 vis oMaining login and password 
mfotinaO^f u o lx onnuv. a respor.se to a oh fierce, obtaining a public key certificate, 
etc Ine security module " '~ s perform- identification and authentication techniques 

10 to confirm aushorrauon by the n,~er to access Ine workspace data 135 stored on the 
clobal >cr\'c: 1**5 H vull iv appreciated lh.it auihorizarlon may be granted only to 
portion ot rise worMmur data I mat Kx>in<s so the user. 

ihe msiantiator ?30 is an application program interface 730 that creates a 
wmdow h>r display m j? and enabling maotpuumon of the workspace data 1 35 

15 downloaded iron- the plokd *erver 1 (H In an object-oriented environment, the 
tnsrantiator 7 3o may create a new instance for the workspace data 135, 
Alternatively, the instantiates 730 may store the local data to a buffer (not shown) 
and use the current interface to display and enable manipulation of the workspace 
data 135. 

2.0 The data reader 735 communicates with the synchroiii?ati:>n agent 130 at. the 

global server 105, and retrieves the workspace data BS requested. For example, if 
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the user depresses the * "borrow mc" burton 545 {FIG. 3} and depresses tine e-mail 
button 5 1 5, then the data reader 735 retrieves the e-mail workspace elements of the 
workspace data 135, and delivers them to the PIM API 740. 

The PIM AN 740 translates and transfers the workspace data 135 received 
S from the global server 105 to the PIM 1.60, 1.65 or 1 70 for display and enabling 
manipulajion thereto. The PIM API 740 further translates and transfers the 
workspace data manipulated on the client i 10, 1 1 S or 1 20 from the PIM 160, 165 or 
170 hack to the global server 105. 

Ihe de-instamiator 745 returns the PIM 160, 16.5 or 170 to the state before 
to the user selected the "borrow me" button 545 . The user may initiate operations of 
the de-instantiator 745 by depressing an "'unborrow me" button inoi shown) thai h 
presented after selection of the "borrow me'* button 545. The de-instami&tor 745 
deletes any instance created by the insiantiator 730, deletes all workspace data 135 
and data created by the user on the client. 1 10, 1 1.5 or 120 and automatically 
as initiated synchronization of any manipulated downloaded data 135 with the 
workspace data 135 stored at the global server 105. 

Operations of the instantiator 730, the data reader 735, the PIM API 740 and 
the de-instamiator 745 are described in greater detail with reference to lite following 
examples: 

20 

OUTLOOK EXA MPLE : 
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Action 

.standby 

button depressed 
enter ioain/passv> ord 
authenticate 
send global data 
manipulate data 
logout 



Global Data 



3} Delete global data 2 



W I t .v^OCT* 

Local Data 

local data p<u^ ca ' 

Pst f<vai 



i st 



l<xai 



global data -» pst^oai 
global data -* global data 2 pontic* 

1 ) Compute Agloba! data 

2 } Synchronize Agloba! data 



iocul daki -» nsi> iH -^ 



As illustrated by the Outlook™ example above, during standby, the P1M 
160, 16$ or 170 stores the local data on the client UQ, 1 15 or 120 in a personal 
folder store pst Iocal . The user then depresses the "'borrow me" button 345. The 
5 security module 725 requests the user to enter a login and password, winch the 
global server ICS authenticates. During these steps, it will be appreciated thai the 
local data remains stored in ps-J*>cal. Upon user identification and authentication, 
the global server 105 sends the workspace data 135 (global data) to the requesting 
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client ) 10, 1 15 or 120. The instantiator 7.30 on the client 1 10. ! 15 or 120 transfers 
the local data from p$^ oca>l to a buffer pst*> u ft er , and stores the received global data 
into psf k>cal . The data reader 745 and FIM. API 740 enable the user to manipulate 
the global data, the manipulated data being referred to herein as "global data 2/' 
5 Upon logout, for example, after an "'unborrow me" button (not shown) is depressed, 
the global data 2 is synchronized with the workspace data 135. Namely, the general 
synchronization module 715 determines the changes made (Aglobal data), and 
synchronizes Aglobal data with the workspace data 135. The de-insianUaior 745 
deletes global data 2 and Aglobal data, and returns the local data to pst* oca \ 
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SEPTUS ORGANIZER EXA MPLE: 

standby local.org 

button lccal.org 

enter login/password local.org 

authenticate new instance local.org 

send global (lata open with global.org loeal.org 

manipulate data global, org-* global.org* ioeal.org 

logout {) conipnteAgjobal.org ioeal.org 



2) Synchronize Aglobai.org 
with global serv er 

3) delete global.org^ 

As illustrated by the Lotus Organizer example above, during standby, the 
PM 160, 165 or 1 70 stores the focal data on the client 1 10, 1 15 or 120 in local org 
The user then depresses the ''borrow me*' button 54 S. The security module 725 
requests the user to enter a login and password, which the global server 105 
authenticates. During these steps. It will be appreciated that the local data remains 
stored in local, org. Upon user identification and authentication, the global ser ver 



105 sends the workspace data 135 (global data) to the requesting client 1 10, 1 15 or 
120. The instantiate* 730 on the client 1. 10, 115 or 120 creates a new instance, e.g., 
a new window, of Pi M API 740 and stores the received global data into another 
file, i.e.. global.org. The data reader 745 and P1M API 740 enable the user to 
5 manipulate the global data, the manipulated data being referred to herein as "global 
dr.Ua 27' Upon iogotu, the global data 2 is synchronized with the workspace data 
.135. Namely, the general synchronization .module 715 determines the changes 
made (Aglobal data), and synchromzes Aglohal data with the workspace data 1.35. 
The de-snstantiator 745 deletes global data 2, Aglobal data andgIobal.org. 

10 FIG. S is a fiowehart illustrating a method BOO of accessing data remotely in 

accordance with the presem invention. 'Use method 800 begins with the processor 
405 In step 805 opening the PIM' 160, 165 or 170 peruser request, and the P1M 160, 
165 or 170 opening a PIM interface 500 (FIG. 5 ). The PIM 160, 165 or 170 in step 
810 reeuveb a "borrow me" request Irom the user, i e. ? the user depresses the 

is "borrow roc'* button M*. Ybx- PIM API 740 in step 81;> recognizes the request, and 
instructs the communications module 705 to create a communications link with the 
global serve*- t Co. 

The security module in siep 820 requests and transmits identification 
and authentication information sach as login and paoswnrd information from the 
20 user to the globa! server 105 for examination, if the pjobai sen er 105 tails to 
ideimf> oj authenticate the i^er, then the method 8**0 eikh. Otherwise, the 
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instantiator 730 in step 825 opens a PIM interface 500 to display and enable 
manipulation of the workspace data 133 downloaded from the global server 105. 
The data reader 735 in step 830 reads the workspace data 135 downloaded from the 
global server 105. and in step 835 translates the data to the appropriate format if 
5 necessary. That is, the data reader 735 translates the workspace data 155 from the 
format implemented by the global server 105 to the format implemented by the PIM 
160, 165 or 1/0. The PiM API 740 in step 840 passes the translated workspace 
data 135 to the PIM interfaces 500 and 600. 

The PiM 160, 165 or 170 enables the user in step 845 to manipulate the 

10 workspace data 135 as necessary. Manipulation includes adding new data, deleting 
workspace data 135, editing workspace data 1 35. etc. For example, the user- can 
depress the e-mail button 515 in interface 500 to select, review and manipulate e~ 
niail in interface 600, and then can depress the calendar button. 530 in interface 500 
to select review ad manipulate calendar information (not shown) in an interface 

15 similar to the e-mail interface 600, in step 850, the PIM API 740 waits to receive 
an "end session" request. Until an ''end session'' request is received, the method 
800 returns to step 830 to enable continued das a review and manipulation. 
Upon receiving an ''end session' ofunbomw. vac request, ;hc de- 
instanttator 745 initiates the general synchronization module 715 iu step S55 to 

20 synchronize the manipulated workspace data on the client 3 10, 1 1 *> <.<t I Jo with the 
workspace data 135 on the global server 105. if required. Synchro. %xtion is 
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described in greaterdeta.il with reference to FIG. 9. The ck-mstantialor 745 in step 
860 deletes die workspace data on the client 110, 1 IS or 120, and deletes all records 
of the mailer. Method 800 then end* 

FIG. 9 is a flowchart illustrating a method 900 for synchronizing workspace 
5 data in a computer network 100. Method 900 begins with tiie communications 
module 705 in step 905 establishing a communications link with the 
synchronization agent 130 of the global server 105. The locator .modules 710 in 
step 910 identify the memory locations oft.be workspace elements in the workspace 
data 135. It will be appreciated thai workspace element memory location 

10 identification may be implemented using intelligent software or dialogue boxes. 

The general synchronization module 713 in step 915 compares version 
information (not shown) for each workspace- element in tne workspace data (on the 
client 1 Kh 1 15 or 120 and on the global server 105) against a last synchronization 
signature to determine which workspace elements have been modified. In ibis 

is embodiment, a workspace element may have been modi Bed if the date and time of 
the last, modification is after the date and time of the downloading. 

If the general synchronization module 715 locates no modified workspace 
elements in the workspace data on the client 1 10, 115 or 120, then she method 900 
ends. Otherwise, the general synchronization module in step 920 determines 

20 whether the version of the same workspace element of the workspace data 1 35 on 
the global server J 05 has been modified since the data 135 was downloaded. 
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If only the version on the client 1 10, 1 15 or 120 has been modified, then the 
genera] synchronization module 715 in step 925 stores the updated version of the 
workspace element at the global server 105, To store the updated version on the 
global server 105, the general synchronization module 715 may compute the 
5 changes made and forward the changes to the synchronization agent 130. The 
synchronization agent 130 enters the changes into the global server 105 version. 
The general synchronization module 715 in step 930 determines whether ail 
workspace elements downloaded to the client 1 JO. 1 15 or 120 have been examined. 
If not then method 900 mums to step 9 1 5. Otherwise, the synchronization agent 

10 1 30 in step 935 updates the last, synchronization signature, and method 900 ends. 
Updating (he last -synchronization signature will instruct the base system-.; 140 and 
150 to synchronize the workspace data 145 and 155 with the workspace data 135 on 
the global sexver 105. 

If the genera! synchronization module 715 in step 920 determines that both 

15 the version, on the client 1 10, i 15 or 120 and the version on the global server 105 
have been modified, then the general synchronization module in step 935 instincts 
the content-based synchronization module 729 to reconcile the modified versions. 
Reconciliation may include requesting instructions horn the user, or performing 
based on pre-selceted preferences responsive actions such as storing both versions 

20 at the global server 105. The general synchronization module 715 in step 940 
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stores the preferred version on she global server 105. Method 900 then proceeds io 
step 930. 

The foregoing description of the preferred embodiments of the present 
invention is by way of example only, and other variations and modifications of the 
above-described embodiments and methods are possible, in light of the foregoing 
teaching. Although the network sites are being described as separate and distinct 
sites, one skilled in the an will recognize that these sites may be a part of an integral 
site, may each include, portions of multiple, sites, or may include combinations of 
single and multiple sites. Further, components of this invention may be 
implemented usine, a piogrammed general puip<vv digital compute?, nsme 
application specific interned circuits, or using a nu^otk oi nuetconnccied 
conventional como<Mienls and drums. < onnccUons may he vyncd, wu-eie^ 
modem, etc The unhodnnents described herein «rc not intended to be exhaustive 
or hnming The present unenrion is limited oaly by the follow mg eiatuu- 
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Mi AT IS.CL AIMED] S : 

1 , A computer-based method, comprising the steps of: 
downloading data from a remote site; 

requesting a workspace data manager to enable manipulation of Use data and 
5 thereby create manipulated data; and 

synchronizing the manipulated data with the data stored at the remote site, 

2, The meihoc ot dam» 1, further comprising die step ol requesting: the 
workspace data manner to piovide a n inter Ctcr tor enabling manipulation of The 

to data. 

3, The niL*dk»d oi eiann 2, further eonrpii^rp ihc sU p ot u -m^ me workspace 
dviL manager interface to jeque^s ^noh:orr'<:n<M< 

r> 4, The method of eaum vvhrrem die workspace data manager provides art 
interface h> treating ai» instance 

> i he metuod oCdasra I, vviiaem ihe ssoihsp ux dat^ n\m ^gcr r~ov sdas ai. 
mteifaee h>, pr-nulim* ,^ees^ to is oni^ mtt 5 $ *<^e 
20 «^ I Le rached •>{ i Lam U hnthe* eou<pn>ng .ac step of oanshrsn 3 ;;re 

uo'lsp.iv-v data Hvtu :hc t\ *»vt u^-a ;^ a;c- reniore ^en< t:u format ^ed us d;e 



7. The methvd or claim L iunhc; comprising Ok- ssep of denting du; 
workspace data manager interlace alter mampuhUon e-i daia is n>> longer needed. 

5 8. 'The method of claim 1, wherein the daia stored at the remote site has not 
changed and therefore includes [.he downloaded data. 

9. I he method of claim I , wherein the data ,-toied at hie remote site has been 
modsned. and therdoo: is difYeten! than ihe downloaded data 

10 

10. A system comprising: 

a communications module for downloading workspace data from a remote 

site; 

an application program interface coupled to the communications module foi- 
ls communicating with a workspace data manager to enable manipulation of the 
downloaded workspace data and thereby create manipulated data; and 

a general synchronization module coupled to the communications module 
for synchronizing the manipulated data with the workspace data stored at the 
remote site. 
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U. The system of claim 10 s fun her comprising an inslantiator for requesting the 
workspace data manager to provide an data manipulation interface for enabling 
manipulation of the downloaded workspace data. 

5 12. The system of claim 1 1 . wherem the data ruannndauon nnetuee enable- a 
request to synchronize the data. 

1 3. The system of claim 1 i , wherein the workspace data manager creates 
another instance of the interface to enable manipulation of the data. 

to 

I- 3 lie* awteru oi <Ja n ] K ^hote* , me \v\l> v\uv dd\j t * proMee- 
vec<?\ f o 5 t- oah s^teJ/ee to enable muepekeaon ;ke data 
I"* I he ss^em oi elai n <G tu thoreompmmu j data read," lot ttanslatmg nc 
co^rJoviueo o-otk~pav.e d.u«. hem »x to-mat u\cd rn ihc t emote sje to the "oar n 
Tb used by the work ->p<*r^ d w t m ua»t „ 

H\ The s> iicm of claim ! K further OMnpnsme a de-?nv,antiatot lor deleting the 
data rnampukthoe interface alts.: ma;npkatk>u ot data v- no longer :e>ju ted 



20 1 / 11 e ol e\i m 10 whetea x she >lout at the remo e ote r^t 

eh<r % g >d and t iok on tj.e u%\ ov do^nk^Vd da 
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l $ I he sv-iierr of claim i 0^ whet*, in the data 
m<x1uk\i ana theiek>re is duiCK'nl than mc do\% 

1 9 . 11 ■ e sys te m o f c 1 ai m 1 8 , further c ompri $b 
module for synchronizing the data stored at the r 
data, 

V a -a comprising 

mci:^< i»u doVvtJ'Vdnv: dda Po>^ a khk 
aiear 4 u«r rcuxNiniK v \wrks.v>.v Q~M i 

d e da a and tae't^v eu <Ac ir amputated data u 
means joi t>\ ncnronLang the maurpu i<*te; 

remote site. 

.2 1 . A computer- readable storage medium sto 
computer to perform the steps of: 

downloading data from a remote site; 

requesting a workspace data manager to 
thereby create manipulated data: and 

synchronizing the manipulated data with 



at the remote Mte hao> been 
■:i data.. 

ntent-based synchronization 
siie with the manipulated 



u» enable numpuh^nh of 
j sth me data siored at the 

ogram code for causing a 

■lanipulation of the data and 
stored at the remote site. 
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